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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 5.
3
Proposed New Text
[START OF CHANGES]
5.X5
Key Issue #X5 Test Isolation and Assurance

5.X5.1
Key issue detail
In legacy hardware deployments,3GPP SA3, GSMA or other testing schemes generally involve testing 3GPP functions as black boxes or pentesting them in isolation from other network functions. While it is possible to test virtual functions in this way, the level of assurance gained is much lower. Such stand-alone testing relies on the underlying virtualisation and hardware layers being 100% security and that no future vulnerabilities are found in those underlying components.

Testing functions in isolation does not guarantee that when a VNF is instantiated on a different host virtualisation environment or is instantiated in a larger virtualisation environment containing multiple VNF that a 3GPP function tested in isolation remains secure.
[END OF CHANGES]
